Don’t Fall Into the Malware Trap

First National Bank works hard to protect and secure your Online Banking service and to educate our
customers of the importance of the safety of their Online Banking service. As a customer, you play a key role in
keeping your information protected. Together, we can make your Online Banking service a secure and safe
environment.

Throughout the Community of Online Banking at many banks an increase of malware activity with a screen
takeover, targeting token users, has been detected. This particular malware will prompt a user to input
account and/or token data, which then results in another screen prompt indicating that the user will be unable
to access the account for 24-hours while maintenance is performed. This allows the fraudster to take over the
session and commit fraud while the user is detained on the fake “maintenance” screen.

A similar option of the malware has been identified where the customer receives a pop up asking for several
pieces of personal information including a phone number. The customer inputs the data and then receives a
phone call immediately from a caller claiming to be a bank employee letting them know the system will be
down for 24-hours which then allows the fraudster to access the account while on the phone with the user.

First National Bank performs Online Banking Maintenance periodically. The user will be notified with a warning
message 24-36 hours prior to the actual maintenance after logging into Online Banking.

Users who are infected should immediately conduct an anti-virus scan. Contact Customer Support at (479)
788-4237 immediately before entering account or token information on new or unfamiliar screens.

Unfamiliar Screen Examples

Wednesdsy, April 2, 2014

Dear Netteller.com visitor,

You've been selected to take part in this anonymous survey. Tell us what you think
of Netteller.com in this 30 seconds questionnaire, and to say “thank you®, well
offer you an exclusive free gift worth over $50...

Question 1 of 4: Where are you viewing Netteller.com from?
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